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Side-channel attacks (SCA)
• Side-channel information strongly depend 

on data and operation

• Passively record the leakage (power 
consumption, electromagnetic radiation) 
from device.

• Types of Power Analysis attack:
• Simple Power Analysis (SPA) attack [2]

• Differential Power Analysis (DPA) attack [3]

• Correlation Power Analysis (CPA) attack [4]

• …
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Fig.1. Main channel and side channel [1]



SCA’s countermeasures

Software-based:

• “Leakage come from algorithm”

• Randomize the intermediate value 
or the operation

• Used in high abstraction level

Hardware-based:

• “Leakage come from implementation”

• Randomize the power consumption

• Used in physical, logic level
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U500-Freedom platform
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• U500-Freedom [5]: 
• Open-source RISC-V Processors

• Multicore

• Physically addressed, share-memory 
system

• Booting Linux 

• TileLink interconnect standard
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Fig.2. Block diagram of U500-Freedom platform



U500-Freedom platform
Modified, added modules:

• DFS Control registers

• Clock Divider:
• Manual mode

• Autonomous mode

• RocketTile – SystemBus TileLink
interconnects
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Fig.3. Block diagram of U500-Freedom platform with Dynamic Frequency Scaling
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Simple Power Analysis Experiment

• Sakura-X: FPGA board for side-
channel attack experiment
• FPGA: Kintex-7 XC7K160T 

• Probe points at VCCINT1V (supply for 
internal logic cells)

• U500-freedom implemented on 
Kintex-7 XC7K160T 

• AES-128 [6]: compiled, run on M-
mode
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U500-freedom on Sakura-X
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• Number of Rocket cores: 2

• PLL generated clock: 100MHz



Measured results
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Fig.4. Power trace when core clocks is 100MHz Fig.5. Power trace when core clocks is 50MHz

Fig.6. Power trace when core clocks is 33.33MHz Fig.7. Power trace when core clocks is 25MHz



Measured results
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• Rocket core clock changed every 2.56µs (100MHz, 50MHz, 33.33MHz, 25MHz)

• 10-rounds peak pattern of AES-128 cannot be seen.
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Conclusion

• Propose & demonstrate using Dynamic Frequency Scaling with RISC-V 
processor as countermeasure for Simple Power Analysis attack.

• Can cover sensitive operation from visual observation.

• Hardware resources requirement is virtually unchanged.
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Q&A
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